A RESOLUTION BY THE CITY OF ISLE OF PALMS
TO ADOPT A FRAUD POLICY

WHEREAS, fraud can be a serious problem affecting many in both the private
and public section; and

WHEREAS, the Government Finance Officers Association as well as the City's
Independent Auditors have advised that it is prudent practice to enact policies to
guide the City in management practices to prevent fraud and waste; and

WHEREAS, the City of Isle of Palms shall enact policies to prevent fraud and
encourage the reporting and investigation of suspected fraud; and

WHEREAS, such policies shall be designed to protect the integrity of the City's
assets and financial reporting; and

WHEREAS, the procedures of the City related to the prevention of fraud shall be
designed to safeguard property, equipment and other assets of the City from
fraudulent actions.

NOW, THEREFORE, BE IT RESOLVED, that the City Council of the City of Isle
of Palms adopt and implement the City of Isle of Palms Fraud Policy.

L
Resolved this -2 day of @&fw ,2012.

CITY OF ISLE OF PALMS

Dick Cronin, Mayor

ATTEST:

Marie Copeland /City Clerk




City of Isle of Palms, South Carolina Fraud Policy
1. PURPOSE

This policy is intended to state the position of the City of Isle of Palms to “fraud,” as
defined in this policy. It is to reinforce existing systems, policies, procedures, rules, and
regulations of the City of Isle of Palms which are meant to deter, prevent, detect, react to and
reduce the impact of fraud.

The purpose and spirit of this document is to confirm that the City of Isle of Palms
supports and fosters a culture of zero tolerance to fraud in all of its manifestations. The City
of Isle of Palms recognizes the fact that acts of fraud by elected officials, managers and
employees seriously deplete resources available to meet the mandates of the government’s
delivery system and erodes public confidence in the government’s ability to take care of the
community it serves. The City is aware that acts of fraud extend beyond the loss of cash or
other assets. This extension of effect has severe negative repercussions on the ability of the
City of Isle of Palms to achieve its objectives. Negative repercussions include, but are not
limited to the following:

A reduction in the quality and effectiveness of service delivery

Diminished relationships with businesses, customers, suppliers and the public
Degradation in employee morale; and

Damage to the reputation and image of the City of Isle of Palms

2. SCOPE OF THE POLICY

2.1  This policy applies to all elected officials, appointed officials, managers and
employees of the City of Isle of Palms and relates to all attempts and incidents of fraud
impacting or having the potential to impact the City of Isle of Palms.

2.2 Actions constituting fraud refer to, but are not limited to:

Any dishonest, fraudulent or corrupt act;

Theft of funds, supplies or other assets;

Forgery or alteration of any document or account belonging to the City;

Maladministration or financial misconduct in handling or reporting of money,

financial transactions or other assets;

e Destruction (except as allowed under guidelines for the timely destruction of
records as established by SC Department of Archives and History, Federal and
state grant requirements, or the IRS), alteration, mutilation, concealment,
covering up, falsification or making a false entry in any record, document or
object with the intent to impede, obstruct or influence an investigation being
conducted by the City, its designee, federal or state agency;

Making a profit from insider knowledge;
Disclosing confidential or proprietary information to outside parties for
financial or other advantage;



e Requesting or accepting anything of financial value (free of charge) from
contractors, suppliers, or other persons providing goods or services to the City
of Isle of Palms;

e Irregular destruction, removal or abuse of records and equipment;

Deliberately omitting or refusing to report or act upon reports of any such
irregular or dishonest conduct;

e Bribery, blackmail, secret commissions and/or extortion involving a City of
Isle of Palms employee or official in the performance of duties;

e Abuse of the City of Isle of Palms facilities;

e Any similar or related irregularity.

3. POLICY

The City of Isle of Palms will apply all prevention and detection controls related to the
prevention of fraud. If fraud is alleged, the City will investigate and follow up with the
application of all remedies available within the full extent of the law. Prevention controls
include the financial and other controls and checking mechanisms as prescribed in the systems,
policies, procedures, rules and regulations of the City of Isle of Palms.

Fraud suspicions should be reported via employees’ chain of command. All employees are
responsible for the prevention and detection of fraud.

4. REPORTING PROCEDURES AND RESOLUTION OF REPORTED INCIDENTS

It is the responsibility of all officials, employees and agents of the City to immediately
report all allegations or incidents of fraud to their immediate supervisor, of if the employee has
reason to believe that his/her immediate supervisor is involved, to the next level of management
via the chain of command. All department heads must report all incidents and allegations of
fraud to the City Administrator. The City Administrator will then initiate an investigation into
the matter.

Members of the public who wish to report allegations of fraud may contract the particular
Department Manager of the department in which the fraud is being alleged, the City
Administrator or the Mayor and City Council.

Fraud committed by officials or employees of the City of Isle of Palms will be pursued by
thorough investigation and to the full extent of the law, including considerations of the
following:

e Taking disciplinary action in accordance with the City’s Personnel Policies
and Procedures
Instituting recovery of financial losses, including formal legal action

e Initiating criminal prosecution, where applicable, by reporting the matter to
the appropriate law enforcement agency; and,

e Any other appropriate and legal remedy available.



The City Administrator, or designee, will, upon receiving a report of fraud from an external
person, write to the person making the report:
e Acknowledging that the concern has been received; and
¢ Informing whether any further investigations will take place, and if not, who.
e Information about the outcomes of any investigation will be disseminated
subject to legal constraints relative to that dissemination.

This Policy is intended to be consistent with the SC Freedom of Information Act and applies to
City investigations of fraud under this policy, not law enforcement criminal investigations, which
are subject to state law. No person is authorized to supply information with regard to the
allegations or incidents of fraud to the media without the express permission of the City
Administrator.

Penalties or retribution will not be experienced by those officials, managers or employees who
report in good faith any suspected or actual incident of fraud. Managers should discourage
employees or other parties from making allegations, which are false and made with malicious
intentions. Where such allegations are discovered, the person making the allegations will be
subjected to disciplinary actions.

5. PREVENTION CONTROL AND DETECTION METHODS

When incidents of fraud are reported, department heads are required to immediately review
and, where possible, improve the effectiveness of the controls, which have been breached in
order to prevent similar irregularities from taking place in the future.

It is the responsibility of the City Administrator to ensure that all officials and employees
are made aware of and receive appropriate training and education regarding this policy.

The City Administrator shall, on a regular basis, meet with all department managers to
discuss areas where the potential for fraud in the City of Isle of Palms might be a possibility and
mechanisms to alter that possibility. These meetings are vital to the reinforcement of the City’s
commitment to fraud prevention and should be based on the guidance outlined in the attached
excerpt from the Statement on Auditing Standards NO. 99, Considerations of Fraud in a
Financial Statement Audit, titled “Management Antifraud Programs and Controls.” A record of
these meetings shall be kept in the City’s Safety Audit files.
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SAS no. 99 as printed below does not reproduce the
appendix or an exhibit to the standard. The appen-
dix, “Examples of Frand Risk Factors,” can be found
on the AICPA Web site at www.aicpa.org/an-
cifraud/risk. The exhibit, “Management An-
tifraud Programs and Controls,” can be found at
www.aicpa.org/antifraud/management.

SAS No. 99—Consideration of Fraud

in a Financial Statement Audit
{Supersedes Statement on Auditing Standards
No. 82, Consideration of Fraud in a Fi-
nancial Statement Audit, AICPA, Profes-
sional Standards, vol. 1, AU sec. 316; and
amends SAS No. 1, Codification of Audit-
ing Standards and Procedures, AICPA,
Professional Standards, vol. 1, AU sec. 230,
“Due Professional Care in the Performance of
Work,” and SAS No. 85, Management Rep-
resentations, AICPA, Professional Stan-
dards, vol. 1, AU sec. 333.)

INTRODUCTION AND OVERVIEW

1, Statement on Auditing Standards (SAS) No.
1, Codification of Auditing Standards and Procedires
(AICPA, Professional Standards, vol. 1. AU sec.
110.02, “Responsibilities and Functions of the
Independent Auditor™), states, *'1'he auditor has
a responsibility to plan and perform the audit to
obuain reasonable assurance about whether the
financial statements are free of material misstate-~
ment, whether caused by error or fraud.[foot-
note omitted]"™ This Statement establishes san-
dards and provides guidance to auditors in
fulfilling that responsibility. as it relates to fraud,

! The auditor’s consideranion of illegal acts and responsi-
bility for detecting misstatements cesulting from illegal
acts is defined in S on Auditing Standards (SAS)
No. §4. fliegal Auis by Clients (AICPA, Professional Star-
dards, vol. 1, AU sec. 317). For those illegal acts dhat are
defined in thar Satement as having a dircct and matedal
effect on the determination of financial statement
amounts, the auditor’s responsibility to detece ini

ments essulting from such illegal acts is the sawic as chat
for ervors {see SAS No. 47, Audit Risk and Materiality

SAS No. 99

in an audit of financial statements conducted 1n
accordance with generally accepted auditing
standards (GAAS).2

2. The following is an overview of the organi-
zation and contenc of this statement:

m Description and characteristics of frand. This sec-
tion describes fraud and its characteristics. (See
paragraphs 5 chrough 12.)

8 The importance of exercising professional skepti-
cism. This section discusses the need for audi-
tors to exercise professional skepticism when
considering the possibility that a matenal mis-
statement due to fraud could be present. (See
paragraph 13.)

8 Discussion among engagement personnel regarding
the risks of material misstatement due to frand. This
section requires, as part of planning the audit,
that there be a discussion among the audit tcam
members to consider how and where the enti-
ty’s financial statements might be susceptible to
material misstatement duc to fraud and to rein-
force the importance of adopting an appropri-
ate mindset of professional skepticism. (See
paragraphs 14 through 18.)

® Obtaining the information needed to identify risks
of material misstatement due to fraud. This section
requires the auditor to gather information nec-
essary to identify risks of material misstaterment
due to fraud, by

a. Inquiring of management and others within
the entity about the risks of fraud. (See para~
graphs 20 through 27.)

b. Considering the results of the analyrical pro-
cedures performed in planniag the audit. (See
paragraphs 28 through 30.)

¢. Considering fraud risk factors. (See para-
graphs 31 through 33, and the Appendix, “lix-
amples of Fraud Risk Facrors.")

d. Considering certain other informution. (See
paragraph 34.)

u Identifying risks that may result in a material
misstatement due to fraud. This section requires
the auditor to use the information gathered to
identify risks that may result in a macerial mis-

Conducting an Audir [AICPA, Professional Standards, vol. §,
AU sec. 312)), or fraud.

All rights reserved. For information about the proce-
dure for requesting permission to make copies of any
part of this work, please call the AICPA Copyright
Permissions Hotline at (201) 938—3243 A Dennis-

I a4 LT

? Auditors arc someames requested to perform other ser

vices refated to fraud detection and prevention, for ex-
ample, special invesngatons to determine the extent of' a
suspected or detected fraud. These other services usually
include procedurcs that extend beyond or are different
from the proccdum ordinarily pcrfanned m an audic of
financial d. with g ly accept

ed audmng su.ndaxd.s (GAAS). (_hapu.r 1, “Attest En-
gagemcnu omecmcm on Standards for Attestation

sions quue;f Form _for ] is

No. 10. 4 ion Standards: Revision and

at www.aicpa.org by clicking ont the copyright notice
on any page. Othenvise, requests should be written
and mailed to the Permissions Department, AICPA,
Harborside Financial Center, 201 Plaza Three, Jer-
sey City, NJ 07311-3881.

Rcmdﬁwnon (f\[('l’A, Professional Standards, vol. 1, AT
swec. 101), as ded, and lhc on Standard:
for Consulting Services, C g Services: Defi and
Standards (AICPA, Professi I Standards, vol. 2, CS scc.
100} provide guidance to accountants relating to the per-
formunce of such services.

statement due to fraud. (See paragraphs 33
through 42.)

= Assessing the identified risks after taking into ac-
count an evaluation of the entity’s programs and con-
trols. This section requires the auditor to evalu
ate the entity’s programs and controls that
address the identified risks of material misstate-
ment due to fraud, and to assess the risks taking
into account this evaluation. (See paragraphs 43
through 45.)

[ ] Respondmg to the results of the assessment. This
section emphasizes that the auditor’s response to
the risks of material misstatement due to fraud
involves the application of professional skepti-
cism when gathering and evaluating audit evi-
dence. (See paragraphs 46 through 49.) The
section requires the auditor to respond to the
results of the risk assessment in three ways:

a. A response that has an overall effect on how
the audit is conducted, that is, a response in-
volving more general considerations apart from
the specific procedures otherwise planned. (See
paragraph 5(}.)

b. A response to identified risks that involves
the nature, timing, and extent of the auditing
pracedures to be performed. (Sec paragraphs 51
through 56.)

€. A response involving the performance of
certain procedures to further address the risk of
material misstatement due to fraud involving
management override of controls. (Sec para-
graphs 57 through 67.)

w Evaluating audit evidence. This section requires
the auditor to assess the risks of material mis-
statement due to fraud throughout the audit and
to evaluate at the completion of the audit
whether the accumulated results of auditing
procedures and other observations affect the as-
sessment. (See paragraphs 68 through 74.) It also
requires the auditor to consider whether identi-
fied misstatements may be indicative of fraud
and, if so, dirccts the auditor to evaluate their
implications. (See paragraphs 75 through 78.)

m Communicating about fraud to management, the
audit committee, and others. 'This section provides
guidance regarding the auditor’s communica-
tions about fraud to management, the audit
committee, and others. (See paragraphs 79
through 82. )

a Do ig the auditor’s consid of fraud.
This section describes related documentation
requirements. (See paragraph 83.)

3. The requirements and guidance set forth in
this Statement are intended to be integrated
into an overall audit process, in a logical man-
ner that is consistent with the requirements and
guidance provided in other Statements on Au-
diting Standards, including SAS No. 22, Plan-
ning and Supervision (AICPA, Professional Stan-
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dards, vol. 1, AU sec. 311); SAS No. 47, Audit
Risk and Materiality in Conducting an Audit
(AICPA, Professional Standards, vol. 1, AU sec.
312); and SAS No. 55, Consideration of Internal
Control in a Financial Statement Audit (AICPA,
Professional Standards, vol. 1, AU sec. 319), as
amended. Even though somie requirements and
guidance set forth in this Statement are pre-
sented in a manner that suggests a sequencial
audit process, auditing in fact involves a contin-
uous process of gathering, updating, and ana-
lyzing information throughout the audit. Ac-
cordingly the sequence of the requirements
and guidance in this Statement may be imple-
mented differently among audit engagements.
4. Although this Statement focuses on the audi-
tor’s consideration of fraud in an audit of finan-
cial statements, it is management's responsibility
to design and implement programs and controls
to prevent, deter, and detect fraud.® That re-
sponsibility is described in SAS No. 1 (AU sec.
110.03), which states, “Management is respon-
sible for adopting sound accounting policies
and for establishing and maintaining internal
control that will, among other things, initiate,
record, process, and report transactions (as well
as events and conditions) consistent with man-
agement’s assertions embodied in the financial
scatements.” Management, along with those
who have responsibility for oversight of the fi-
nancial reporting process (such as the audit
committee, board of trustees, board of directors,
or the owner in owner-managed entities),
should sct the proper tone; create and maintain
a culture of honesty and high ethical standards;
and establish appropriate controls ta prevent,
deter, and detect fraud. When management and
those responsible for the oversight of the finan-
cial reporting process fulfill those responsibili-
ties, the opportunities to commit fraud can be
reduced significantly.

DESCRIPTION AND CHARACTERISTICS OF
FRAUD

5. Fraud is a broad legal concept and auditors
do not make legal determinations of whether
fraud has occurred. Rather, the auditor’s interest
specifically relates to acts that result in a material
misstaternent of the financial statements. The
primary factor that distinguishes fraud from er-
ror is whether the underlying action that results
in the misstatement of the financial statenents is
intentional or unintentional. For purposes of
the Statement, fraud is an intentional act that re-
sults in 2 material misstatement in financial
statements that are the subject of an audic.*

31n its October 1987 report, the National Commission
on Fraudulent Financial Reporting, also known as the
Treadway Commission, noted, “The responsibility for
reliable financial reporting resides first and foremost at the
corporate level. Top management, sarting with the chief
executive officer, sets the tone and establishes the finan-
cial reporting environment. Therefore. reducing the cisk
of fraudulent financial reporting must start with the re-
rting company.”

Intent is often difficult to detcrmine, particularly in
matters involving accounting esumates and the applica-
tion of accounting principles. For cxample, unreasonable
accounting estimates may be umntentional or may be the
result of an 1ntentional attempt to misstace the financial
statements. Alchough an audit is not designed to deter-
mine intent, the auditor has a responsibility to plan and
perform the audit to obtan reasonable assurance about
whether the financial statements are free of imaterial mis-
satement, whether the misstatement is intendonal or not.

6. Two types of misstatcments are relevant to
the auditor’s consideration of fraud—misstate-
ments arising from fraudulent financial report-
ing and misstatements arising from misappro-
priation of assets.
& Misstatements arising from frandulent financial re-
porting are intentional misstatements or onis-
sions of amounts or disclosures in financial
statements designed to deceive fnancial state-
ment users where the effect causes the financial
statements not to be presented, in all material
respects, in conformity with generally accepted
accounting principles (GAAP).® Fraudulent fi-
nancial reporting may be accomplished by the
following:

—Manipulation, falsification, or alteration of
accounting records or supporting documents
from which financial statements are prepared

—M isrepresentation in or intentional omission
from the financial statements of events, trans-
actions, or other significant information

—Intentional misapplication of accounting
principles relating to amounts, classification,
manner of presentation, or disclosure

Fraudulent financial reporting need not be the
result of a grand plan or conspiracy. It may be
that management representatives ratonalize the
appropriateness of a material misstatement, for
example, as an aggressive rather than indefensi-
ble interpretation of complex accounting rules,
or as a temporary misstatement of financial
statements, including interim statements, ex-
pected to be corrected later when operational
results improve.
® Misstatements arising from misappropriation of as-
sets (sometimes referred to as theft or defalca-
tion) involve the theft of an cntity's assets where
the effect of the theft causes the financial state-
ments not to be presented, in all material re-
spects, in conformity with GAAD: Misappropri-
ation of assets can be accomplished in various
ways, including embezzling receipts, stealing as-
sets, or causing an entity to pay for goods or
services that have not been received. Misappro-
priation of assets may be accompanied by false
aor misleading records or documents, possibly
created by circumventing controls. The scope
of this Statement includes only those misappro-
priations of assets for which the effect of the
misappropriation causes the financial statements
not to be fairly presented, in all material re-
spects, in conformity with GAAP.

7. Three conditions generally are present when

fraud occurs. First, management or other em-

ployees have an incentive or are under pressire,
which provides a reason to commit fraud. Sec-
ond, circumstances exist—for example, the ab-
sence of contrals, ineffective controls, or the
ability of management to override controls—
that provide an opportunity for a fraud to be per-
petrated. Third, those involved are able to ratio-
nalize committing a fraudulent act. Sotne
individuals possess an attitude, character, or set
of ethical values that allow them to knowingly
and intentionally commit a dishonest act. How-
ever, even otherwise honest individuals can
commit fraud in an environment that imposes
sufficient pressure on them. The greacer the in-

® Reference to generally accepted accounting principles
{GAAP) includes, where applicable. a comprehensive ba-
a1s of accounting other chan GAAP as defined in SAS
No. 62, Special Reporis (AICPA, Professional Standards,
vol. 1, AU sec. 623.04).

centive or pressure, the more likely an individ-
ual will be able to rationalize the acceptability
of committing fraud.
8. Management has a unique ability to perpe-
trate fraud because it frequently is in a position
to directly or indirectly manipulate accounting
records and present fraudulent financial infor-
mation. Fraudulent financial reporting often in-
volves management override of controls that
otherwise may appear to be operating effecdve-
ly.* Management can eicher direct employees to
perpetrate fraud or solicit their help in carrying
ic out. In addition, management personnel ac a
component of the entity may be in a position
to manipulace the accounting records of the
component in a manner that causes 2 material
misstatement in the consolidated financial state-
ments of the entity. Management override of
controls can occur in unpredictable ways.
9. Typically, management and employees en-
gaged in fraud will take steps to conceal the
fraud from the auditors and others within and
outside the organization. Fraud may be con-
cealed by withholding evidence or misrepre-
senting information in response to inquiries or
by falsifying documentation. For example,
management that engages in fraudulent finan-
cial reporting might alter shipping documents.
Employees or members of management who
misappropriate cash might try to conceal their
thefts by forging signatures or falsifying elec-
tronic approvals on disbursement authoriza-
tions. An audic conducted in accordance with
GAAS rarely involves the authenticacion of
such documentation, nor are auditors trained as
or expected to be experts in such authentica-
tion. In addition, an auditor may not discover
the existence of a modification of documenta-
tion through a side agreement that management
or a third party has not disclosed.
10. Fraud also may be concealed through collu-~
sion among management, employees, or third
partics. Collusion may cause the auditor who has
properly performed the audit to conclude that
evidence provided is persuasive when it s, in
fact, false. For example, through collusion, false
evidence that controls have been operating effec-
tively may be presented to the auditor, or consis-
tent misleading explanations may be given to the
auditor by mote than one individual within the
cnaty to cxplain an unexpected result of an ana-
lytical procedure. As another example, the audi-
tor may receive 1 false confirmation from a third
arty that is in collusion with management.
11. Although fraud usually is concealed and
management's intent is dificult to determine,
the presence of certain conditions may suggest
to the auditor the possibility that fraud may ex-
ist. For example, an important contract may be
missing, a subsidiary ledger may not be sadsfac-
torily reconciled to its control account, or the
results of an analytical procedure performed
during the audit may not be consistent with ex-
pectations. However, these conditions may be
the result of circumstances other than fraud.

¢ Frauds have been ¢ itted by override
of existing controls using such techniques as {4} recording
fictitious journal entries, particulady those recorded close
to the end of an accounting period to manipulate operat-
ing results, () intentionally biasing assumptions and judg-
ments used to estimate account balances, and (¢) altering
records and terms related to significant and unusual trans-
actons.
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Documents may legitimately have been lost or
misfiled; the subsidiary ledger may be out of
balance with its control account because of an
unintentional accounting error; and unexpected
analytical relationships may be the result of
unanticipated changes in underlying economic
factors. Even reports of alleged fraud may not
always be reliable because an employee or out-
sider may be mistaken or may be motivated for
unknown reasons to make a false allegation.

12. As indicated in paragraph 1, the auditor has
a responsibility to plan and perform the audit to
obrain reasonable assurance about whether the
financial statements are free of material misstate-
ment, whether caused by fraud or error.” How-
ever, absolute assurance is not attainable and
thus even 2 properly planned and performed
audit may not detect a matenal misstatement
resulting from fraud. A material misstatement
may not be detected because of the nature of
audit evidence or because the characteristics of
fraud as discussed above may cause the auditor
to rely unknowingly on audit evidence that ap-
pears to be valid, but is, in fact, false and fraud-
ulent. Furthermore, audit procedures that are
effective for detecting an error may be incffec-
tive for detecung fraud.

THE IMPORTANCE OF EXERCISING
PROFESSIONAL SKEPTICISM

13. Due professional care requires the auditor
to exercise professional skepdcism. See SAS No.
1, Codification of Audiung Standards and Procedures
(AICPA, Professional Standards, vol. 1, AU sec.
230.07-.09, *“Due Professional Care in the Per-
formance of Work™"). Because of the character-
istics of fraud, the auditor’s exercise of profes-
sional skepticisni 15 tmportant when considering
the risk of material misstatement due to fraud.
Professional skepticism is an actitude that in-
cludes a questioning mind and a critical assess-
ment of audit evidence. The auditor should
conduct the engagement with a mindset that
recognizes the possibility that a material mis-
statement due to fraud could be present, regard-
less of any past experience with the entity and
regardless of the auditor’s belief ahout manage-
ment’s honesty and integrity. Furthermore, pro-
fessional skepticism requires an ongoing ques-
tioning of whether the information and
evidence obtained suggests that a material mis-
statement due to fraud has occurred. In exercis-
ing professional skepticism 1n gathering and
evaluating evidence, the audiror should not be
satisfied with less-than-persuasive evidence be-
cause of a belicf that management is honest.

DISCUSSION AMONG ENGAGEMENT
PERSONNEL REGARDING THE RISKS OF
MATERIAL MISSTATEMENT DUE TO FRAUD
14. Prior to or in conjunction with the infor-
mation-gathering procedures described in para-
graphs 19 through 34 of this Statement, mem-
bers of the audit team should discuss the
potential for material misstatement due to
fraud. The discussion should include:

® An exchange of ideas or “brainstorming”
among the audit team members, including the

7 For a further discussion of the concept of reasonable as-
surance. sec SAS No. 1, Codification of Auditing Standards
and Procedures (AICPA, Professional Standards. vol. 1, AU
sec., 23(1.10-.13, *Due Professional Care in the Perfor-
mance of Work™). as amended.

auditor with final responsibility for the audit,
about how and where they believe the entity’s
financial statements might be susceptible to ma-
terial misstatement duc to fraud, how manage-
ment could perpetrate and conceal fraudulent
financial reporting, and how assets of the entity
could be misappropriated. (See paragraph 15.)

® An emphasis on the importance of maintain-~
ing the proper state of mind throughout the au-
dit regarding the potential for material misstate-
ment due to fraud. (See paragraph 16.)

15. The discussion among the audit team
members about the susceptibiliry of the entiry’s
financial statements to material misstatement
due to fraud should include a consideration of
the known external and internal factors affect-
ing the entity that might () create incentives/
pressures for management and others to com-
mut fraud, (b) provide the opportunity for fraud
to be perpetrated, and (¢) indicate a culture or
environment that enables management to rado-
nalize committing fraud. The discussion should
occur with an atticude that includes a question-
ing mind as described in paragraph 16 and, for
this purpose, setting aside any prior beliefs the
audit team members may have that manage-
mient is honest and has integrity. 1n this regard,
the discussion should include a consideration of
the risk of management override of contrals.®
Finally, the discussion should include how the
auditor might respond to the susceptibility of
the entity’s financial statements to material mis-
statement due to fraud.

16. The discussion among the audit team
members should emphasize the need to main-
tain a questioning mind and to exercise profes-
sional skepticism in gathering and evaluating
evidence throughout the audst, as described in
paragraph 13. This should lead the audit team
members to continually be alert for informa-
tion or other conditions (such as those present-
ed in paragraph 68) thac indicate a material
misstatemnent due to fraud may have occurred.
It should also lead audit tearn members to thor-
oughly probe the issues, acquire additional evi-
dence as necessary, and consult with other team
members and, if appropriate, experts in the
firm, rather than rationalize or dismiss informa-
tion or other conditions that indicate a material
nusstatenent due to fraud may have occurred.
17. Although professional judgment should be
used in determining which audit team mem-
bers should be included in the discussion, the
discussion ordinarily should involve the key
members of the audit team. A number of fac-
tors will influence the extent of the discussion
and how it should occur. For example, if the
audit involves more than one location, there
could be multiple discussions with team mem-
bers in differing locations. Another factor to
consider in planning the discussions is whether
to include specialists assigned to the audit team.
For example, if the auditor has determined chat
a professional possessing information technolo-
gy skills is needed on the audit team (see SAS
No. 55 {AU sec. 319.32]), it may be useful to
include that individual in the discussion.

18. Communication among the audit team
members about the risks of material misstate-
ment due to fraud also should continue
throughout the audit—for example, in evaluat-

3 See foomote 6.

ing the risks of material misstatement due to
frand at or near the completion of the field
work (See paragraph 74 and footnote 28).

OBTAINING THE INFORMATION NEEDED TO
IDENTIFY THE RISKS OF MATERIAL
MISSTATEMENT DUE TO FRAUD

19. SAS No. 22 (AU sec. 311.06-311.08), pro-
vides guidance about how the auditor obtains
knowledge about the eatity’s business and the
industry in which it operates. In performing
that work, information may come to the audi-
tor's attention that should be considered in
identifying risks of material misstatement due to
fraud. As part of this work, the auditor should
perform the following procedures to obtain in-
formation that is used (as described in para-
graphs 35 through 42) to identify the risks of
material misstaternent due to fraud:

a. Make inquiries of management and others
within the encity to obtain their views about
the risks of fraud and how they are addressed.
(See paragraphs 20 through 27.)

b. Consider any unusual or unexpected rela-
tionships thac have been identified in perform-
ing analytical procedures in planning the audit.
(See paragraphs 28 through 30.)

¢. Consider whether one or more fraud risk
factors exist. (See paragraphs 31 through 33,
and the Appendix.)

d. Consider ather information that may be
helpful in the identification of risks of mate-
rial misstatement due to fraud. (See para-
graph 34.)

Making Inquiries of Management and Others
Within the Entity About the Risks of Fraud
20. The auditor should inquire of management
about:*

8 Whether management has knowledge of any
fraud or suspected fraud affecting the entity

& Whether management is aware of allegations
of fraud or suspected fraud affecting the endity,
for example, received 1n communications from
employees, former employees, analysts, regula-
tors, short sellers, or others

= Management’s understanding about the risks
of fraud in the entity, including any specific
fraud risks the entity has identdified or account
balances or classes of transactions for which a
risk of fraud may be likely to exist

® Programs and controls* the entity has estab-
lished to mitigate specific fraud risks the entity
has identified, or that otherwise help to prevent,
deter, and detect fraud, and how management
monitors those programs and controls. For exam-
ples of programs and controls an entity may im-
plement to prevent, deter, and detect fraud, see
the exhibit titled “Management Antifraud Pro-
grams and Conaols™ at the end of this Siatement.

* In addition to these inquiries, SAS No. 85, Managemont
Representations (AICPA, Professional Stundards, vol. 1, AU
sec. 333), as amended, requires the auditor to obtatn se-
lected wrirten repr ians from regard
ing fraud.

W'SAS No. 55, Consideration of Intemal Cantrol in a Finan-
cial Statement Audit (AICPA, Prufessional Standards, vol. 1,
AU scc. 319.06 and .07), as amendcd, defiaes snternal
control and its five interrelated components (the control
environment, nsk assessment, contvol activities, informa-
tion and communication, and monitoring). Enaty pro-
grams and controls intended to address the nsks of fraud
may be part of any of the five components discussed in
SAS No. 55.
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m For an entity with multiple locations, () the
nature and extent of monitoring of operating
locations or business segments, and (b) whether
there are particular operating locations or busi-
ness segments for which a risk of fraud may be
mare likely to exist

® Whether and how management communi-
cates to employees its views on business prac-
tices and ethical behavior

21, The inquiries of management also should
include whether management has reported to
the audit committee or others with equivalent
authority and responsibility®* (hereafter referred
to as the audit committee) on how the entity’s
internal control™ serves to prevent, deter, or de-
tect material misstatements due to fraud.

22, The auditor also should inquire directly of
the audit committee (or at least its chair) re-
garding the audit committee's views about the
risks of fraud and whether the audit committee
has knowledge of any fraud or suspected fraud
affecting the entity. An entity’s audit committee
sometimes assumes an active role in oversight of
the endty’s assessment of the risks of fraud and
the programs and controls the entity has estab-
lished to mitigate chese risks. The auditor
should obtain an understanding of how the au-
dit committee exercises oversight activities in
chat area.

23. For entities that have an internal audit
function, the auditor also should inquire of ap-
propriate internal audit personnel about their
views about the risks of fraud, whether they
have performed any procedures to identify or
detect fraud during the year, whether manage-
ment has satisfactorily responded to any find-
ings resulting from these procedures, and
whether the internal auditors have knowledge
of any fraud or suspected fraud.

24. In addition to the inquiries outlined in
paragraphs 20 through 23, the auditor should
inquire of others within the entity about the
existence or suspicion of fraud. The auditor
should use professional judgment to determine
those others within the entity to whom in-
quiries should be directed and the extent of
such inquiries. In making this determination,
the auditor should consider whether others
within the entity may be able to provide infor-
mation that will be helpful to the auditor in
identifying risks of material misstatement due to
fraud—for example, others who may have ad-
ditional knowledge about or be able to corrob-
orate risks of fraud identified in the discussions
with management (see paragraph 20) or the au-
dit committee (see paragraph 22).

28. Examples of others within the entity to
whom the auditor may wish to direct these in-
quiries include:

m Employees with varying levels of authority
within the endty, including, for example, entity
personnel with whom the auditor comes into
contact during the course of the audit in ob-
taining () an understanding of the entity’s sys-
tems and internal control, (b) in observing in-
ventory or performing cutoff procedures, or ()
in obtaining explanadons for fluctuations noted
as a result of analytical procedures

1 Examples of “others with equivalent authority and re-
sponsibility” may include the board of directors. the
board of trustees, or the owner in an owner-managed
entity, as appropriate.

2 See footnote 10.

® Operating personnel not directly involved in
the financial reporting process

® Employees involved in initiating, recording,
or processing complex or unusual transac-
tions—for example, a sales transaction with
multiple elements, or a significant related party
transaction

8 In-house legal counsel

26. The anditors inquiries of management and
others within the entity are important because
fraud often is uncovered through information
received in response to inquiries. One reason
for this is that such inquiries may provide indi-
viduals with an opportuniry to convey informa-
tion to the auditor that otherwise might not be
communicated. Making inquiries of others
within the entity, in addition to management,
may be uscful in providing the auditor with a
perspective that is different from that of individ-
uals involved in the financial reporting process.
The responses to these other inquiries might
serve to corroborate responses received from
management, or alternatively, might provide in-
formation regarding the possibility of manage-
ment override of controls—for example, a re-
sponse from an employee indicating an unusual
change in the way transactions have been
processed. In addition, the auditor may abtain
information from these inquiries regarding how
effectively management has communicated
standards of ethical behavior to individuals
throughout the organization.

217. The auditor should be aware when evaluat-
ing management’s responses to the inquiries dis-
cussed in paragraph 20 that management is often
in the best position to perpetrate fraud. The au-
ditor should use professional judgment in decid-
ing when it is necessary to corroborate responses
to inquiries with ather information. However,
when responses are inconsistent among in-
quiries, the auditor should obtain additional au-
dit evidence to resolve the inconsistencies.

Considering the Resuits of the Analytical
Procedures Performed in Planning the Audit
28. SAS No. 56, Analytical Procedures (AICPA,
Professional Standards, vol. 1, AU sec. 329.04 and
.06), requires that analytical procedures be per-
formed in planning the audic wich an objective
of identifying the existence of unusual transac~
tions or events, and amounts, ratios, and trends
that might indicate matters that have financial
statement and audit planning implications. [n
performing analytical procedures in planning
the audit, the auditor develops expectations
about plausible relationships that are reasonably
expected to exist, based on the auditor’s under-
standing of the entity and its environment.
When comparison of those expectations with
recorded amounts or ratios developed from
recorded amounts yields unusual or unexpected
relationships, the auditor should consider those
results in identifying the risks of material mis-
statement due to fraud.

29, In planning the audit, the auditor also
should perform analytical procedures relating to
revenue with the objective of identifying un-
usual or unexpected relationships involving rev-
enue accounts that may indicate a material mus-
statement due to fraudulent financial reporting.
An example of such an analytical procedure that
addresses this objective is 2 comparison of sales
volume, as determined from recorded revenue

amounts, with production capacity. An excess
of sales volume over production capacity may
be indicative of recording fictitious sales. As an-
other example, a trend analysis of revenues by
month and sales returns by month during and
shortly after the reporting period may indicate
the existence of undisclosed side agreements
with customers to return goods that would pre-
clude revenue recognition.®

30. Analytical procedures performed during
planning may be helpful in identifying the risks
of material misstatement due to fraud. Howev-
er, because such analytical procedures generally
use data aggregated at a high level, the results of
those analytical procedures provide only a broad
initial indication about whether a material mis-
statement of the financial statements may exist.
Accordingly, the results of analytical procedures
performed dunng planning should be consid-
ered along with other information gathered by
the auditor in identifying the risks of marerial
misstatemnent due to fraud.

Considering Fraud Risk Factors

31. Because fraud is usually concealed, material
musstatements due to fraud are difficult to detect.
Nevertheless, the auditor may identify events or
conditions that indicate incentives/pressures to
perpetrate fraud, opportunitcs to carry out the
fraud, or attitudes/rationalizations to justify a
fraudulent action. Such events or conditions are
referred to as “fraud risk factors.” Fraud risk fac-
tors do not necessarily indicate the existence of
fraud; however, they often are present in cir-
cumstances where fraud exists.

32 When obuaining information about the en-
tity and its environment, the auditor should
consider whether the information indicates that
one or more fraud risk factors are present. The
auditor should use professional judgment in de-
termining whether a risk factor is present and
should be considered in identifying and assessing
the risks of material misstatement due to fraud.
33. Examples of fraud risk factors related to
fraudulent financial reporting and misappropria-
tion of assets are presented in the Appendix.
These illustrative risk factors are classified based
on the three conditions generally present when
fraud exists: incentive/pressure to perpetrate
fraud, an opportunity to carry out the fraud, and
attitude/rationalization to justify the fraudulent
action. Although the risk factors cover a broad
range of situations, they are only examples and,
accordingly, the auditor may wish to consider
additional or different risk factors. Not all of
these examples are relevant in all circumstances,
and some may be of greater or lesser signifi-
cance in entines of different size or with differ-
ent ownership characteristics or circumstances.
Also, the order of the examples of risk factors
provided 1s not intended to reflect their relative
importance or frequency of occurrence.

Considering Other Information That May Be
Helpful in Identifying Risks of Material
Misstatement Due to Fraud

34. The auditor should consider other infor-
maton that may be helpful in idendfying risks
of material misstatement due to fraud. Specifi-

M See paragraph 70 for a discussion of the need to update
these analytical pracedures during the overall review
stage of the audit.
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cally, the discussion among the engagement
team members (see paragraphs 14 through 18)
may provide informadon helpful in identifying
such risks. In addition, the auditor should con-
sider whether information from the results of
(a) procedures relating to the acceptance and
continuance of clients and engagemencs*® and
(b) reviews of interim financial statements may
be relevant in the identification of such risks.
Finally, as part of the consideration of audir risk
at the individual account balance or class of
transaction level (see SAS No. 47, AU sec.
312.24 through 312.33), the auditor should
consider whether identified inherent risks
would provide useful information in identifying
the risks of material misstatement due to frand
(see paragraph 39).

IDENTIFVING RISKS THAT MAY RESULT IN A
MATERIAL MISSTATEMENT DUE TO FRAUD

Using the Information Gathered to Identify
Risk of Material Misstatements Due to Fraud
35. In identifying risks of material misstaterent
due to fraud, it is helpful for the auditor to con-
sider che information that has been gathered
(see paragraphs 19 through 34) in the context
of the three conditions present when a material
misstatement due to fraud occurs—that is, in-
centives/pressures, opportunities, and atti-
tudes/rationalizations (see paragraph 7). How-
ever, the auditor should not assume chat all
three conditions must be observed ar evident
before concluding that there are identified risks.
Although the risk of material misstatement due
to fraud may be greatest when all three fraud
conditions are observed or evident, the auditor
cannot assume that the inability to observe one
or two of these conditions means there is no
risk of material misstatement due to fraud. In
fact, observing that individuals have the requi-
site attitude to commit fraud, or identifying fac-
tors that indicate a likelihood that management
or other employees will rationalize committing
a fraud, is difficult at best.

36. In addition, the extent to which each of the
three conditions referred to above is present
when fraud occurs may vary. In some instances
the significance of incentives/pressures may re-
sult in a risk of material misstatement due to
fraud, apart from the significance of the other
two conditions. For example, an incentive/
pressure to achieve an earnings level to preclude
a loan default, or ro “trigger” incentive com-
pensation plan awards, may alone result in a risk
of material misstatement due to fraud. In other
instances, an easy opportunity to commit the
fraud because of a lack of controls may be the
dominant condition precipitating the risk of
fraud, or an individual’s atdtude or ability to ra-
tionalize unethical actions may be sufficient to
motivate that individual to engage in fraud,
even in the absence of significant incentives/
pressures or opportunities.

37. The auditor’ identification of fraud risks
also may be influenced by characteristics such as
the size, complexity, and ownership attributes of
the entity. For example, in the case of a larger

entity, the auditar ordinarily considers fuctors
that generally constrain improper conduct by
management, such as the effectveness of the au-
dit commitcee and che internal audit function,
and the existence and enforcement of a formal
code of conduct. In the case of a smaller entity,
some or all of these considerations may be inap-
plicable or less important, and management may
bave developed a culture that emphasizes the
importance of integrity and ethical behavior
through oral communication and management
by example. Also, the risks of material misstate-
ment due to fraud may vary among operating
locations or business segments of an entity, re-
quiring an identification of the risks related to
specific geographic areas or business segments,
as well as for the entity as a whole.”®

38. The auditor should evaluate whether iden-
tified risks of material misstatement due to
fraud can be related to specific financial-state-
ment account balances or classes of transactions
and related assertions, or whether they relate
more pervasively to the financial statements as a
whole. Relating the risks of material misstate-
ment due to fraud to the individual accounts,
classes of transactions, and assertions will assist
the auditor in subsequently designing appropri-
ate auditing procedures.

39, Certain accounts, classes of transactions,
and assertions that have high inherent risk be-
cause they involve a high degree of manage-
ment judgment and subjectivity also may pre-
sent risks of material misstatement due to fraud
because they are susceptible to manipulation by
management. For example, liabilities resulting
from a restructuring may be deemed to have
high inherent risk because of the high degree of
subjectivity and management judgment in-
volved in their estimation. Similarly, revenues
for software developers may be deemed 0 have
high inherent risk because of the complex ac-
counting principles applicable to the recogni-
tion and measurement of software revenue
transactions. Assets resulting from investing ac-
tivities may be deemed to have high inherent
risk because of the subjectivity and manage-
ment judgment involved in estimating fair val-
ucs of those investments.

40. In summary, the identification of a risk of
material misstatement due to fraud involves the
application of professional judgnient and in-
cludes the consideration of the atributes of the
risk, including:

& The 1ype of risk that may exist, that is,
whether it involves fraudulent financial report-
ing or misappropriation of assets

B The significance of the risk, that is, whether it
is of a magnitude that could lead to result in a
possible material misstatement of the financial
statements

m The likelihaod of the risk, that is, the likeli-
hood that it will result 1n a material misstace-
ment in the financial statemenc™

¥ SAS No. 47 (AU sec. 312.18) provides guidance on

the auditor’s consideration of the extent to which audit-
ing procedures should be performed at selccted locations

or comporents.

* The occurrence of matenal misstatements of financial
t due to fraud is relatively infrequent in relation

¥ See Statement on Quality Control Standards (SQCS)
No. 2, System of Quality Control for a CPA Finn's Account-
ing and Auditing Pracice (AICPA, Professicnal Standards,
vol. 2, QC sec. 20.14-.16), as amended.

to the total populaton of published financial s
However, the auditor should not use this as a basis to
conclude that one or more risks of 2 material misstate-
ment due to fraud are not present in a particular enticy.

8 The penasiveness of the risk, that is, whether che
potential risk is pervasive to the financial state-
ments as a whole or specifically related to a par-
deular assertion, account, or class of mansactions.

A Presumption That Improper Revenue
Recognition Is a Fraud Risk

41. Material misstatements due to fraudulent fi-
nancial reporting often result from an overstate-
ment of revenues (for example, through prema-
ture revenue recognition or recording fictitious
revenues) or an understatement of revenues (for
example, through improperly shifting revenues
to a later period). Therefore, the audicor should
ordinarily presume chat there is a risk of materi-
al misstatement due to fraud relating to revenue
recognition. (See paragraph 54 for examples of
auditing procedures related to the risk of im-
proper revenue recognition.)"

A Consideration of the Risk of Management
Override of Controls

42. Even if specific risks of material misstate-
ment due to fraud are not identified by the au-
ditor, there is a possibility that management
override of controls could occur, and accord-
ingly, the auditor should address that risk (see
paragraph 57) apart from any conclusions re-
garding the existence of more specifically iden-
dfiable risks.

ASSESING THE IDENTIFIED RISKS AFTER
TAKING INTO ACCOUNT AN EVALUATION OF
THE ENTITY’S PROGRAMS AND CONTROLS
THAT ADDRESS THE RISKS

43. SAS No. 55 requires the auditor to obtain
an understanding of each of the five components
of internal control sufficient to plan the audi. It
also notes that such knowledge should be used
to identify types of potential misstatements, con-
sider factors that affect the risk of material mis-
statement, design tests of controls when applica-
ble, and design substantive tests. Additionally,
SAS No. 55 notes that controls, whether manu-
al or automated, can be circumvented by collu-
sion of two or more people or inappropriate
management override of internal control.

44. As part of the understanding of internal
control sufficient to plan the audit, the auditor
should evaluate whether entity programs and
controls that address idendfied risks of material
musstatement due to fraud have been suitably
designed and placed in operation." These pro-
granss and controls may involve (a) specific con-
trols designed to mitigate specific risks of
fraud—for example, controls to address specific
assets susceptible to misappropriation, and (b)
broader programs designed to prevent, deter,
and detect fraud—for example, programs to
promote a culture of honesty and ethical behav-
ior. The auditor should consider whether such
programs and controls mitigate the identified
risks of material misstatement due to fraud or
whether specific control deficiencies may exac-
erbate the risks (scc paragraph 80). The exhibit
at the end of this Statement discusses examples
of programs and controls an entity might im-
plement to create a cul- {continued on page 112)

¥ For a discussion of indicators of improper revenuc
recognition and common techniques for overstating rev-
enue and illustrative audit procedutes, see the AICPA
Audit Guide Auditing Revenne in Certain Industries.

See footnote 10.
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ture of honesty and ethical behavior, and that
help to prevent, deter, and detect fraud.

45. After the auditor has evaluated whether the
entity’s programs and contols that address iden-
tified risks of material misstatement due to
fraud have been suitably designed and placed in
operation, the auditor should assess these risks
taking into account that evaluation. This assess-
ment should be considered when developing
the auditor’s response to the identified risks of
material misstatement due to fraud (see para-
graphs 46 through 67).*

RESPONDING TO THE RESULTS OF THE
ASSESSMENT

46. The auditor’s response to the assessment of
the risks of material misstatement due to fraud
involves the application of professional skepti-
cism in gathering and evaluating audit evidence.
As noted in paragraph 13, professional skepti-
cism is an artitude that includes a critical assess-
ment of the competency and sufficiency of au-
dit evidence. Examples of the application of
professional skepticism in response to the risks
of material misstatement due to fraud are (a)
designing additional or different auditing proce-
dures to obtain more reliable evidence in sup-
port of specified financial scatement account
balances, classes of transactions, and related as-
sertions, and {b) obtaining additional corrobora-
tion of management’s explanations or represen-
tations concerning macerial matters, such as
through third-party confirmation, the use of a
specialist, analytical procedures, examination of
documentation from independent sources, or
inquiries of others within or ouside the entity.
47. The auditor’s response to the assessment of
the risks of material misstatement of the finan-
cial statements due to fraud is influenced by the
nature and significance of the risks identified as
being present (paragraphs 35 through 42) and
the entity’s programs and controls that address
these identified risks (paragraphs 43 through 45).
48. The auditor responds to risks of material
misstatement due to fraud in the following
three ways:

a. A response that has an overall effect on how
the audit is conducted—that is, a response in-
volving more general considerations apart from
the specific procedures otherwise planned (see
paragraph 50).

b. A response to identified risks involving the
nature, timing, and extent of the auditing pro-
cedures to be performed (see paragraphs 51
through 56).

€. A response involving the performance of
certain procedures to further address the risk of
material misstatement due to fraud involving
management override of controls, given the
unpredictable ways in which such override
could occur (see paragraphs 57 through 67).
49. The auditor may conclude that it would
not be practicable to design auditing procedures
that sufficiently address the risks of material
misstatement due to fraud. In that case, with-
drawal from the engagement with communica-

1 Notwithstanding that the auditor assesses identified
nsks of material misstatement due to fraud, the assess-
ment need not cncompass an overall judgment about
whether risk for the entity is classified as high, medium, or
low because such 3 judgment is too broad to be useful in
developing the auditor’s response described in paragraphs
46 through 67.

tion to the appropriate parties may be an appro-
priate course of action (see paragraph 78).

Overall Responses to the Risk of Material
Misstatement

50. Judgments about the risk of material mis-
statement due to fraud have an overall effect on
how the audit is conducted in the following
ways:

B Assignment of personnel and supervision. The
knowledge, skill, and ability of personnel as-
signed significant cngagement responsibilities
should be commensurate with the auditor’s as-
sessment of the risks of material misstacement
due to fraud for the cngagement (sce SAS No.
1, AU sec. 210.03, *"I'mining and Proficiency of
the Independent Auditor™). For example, the
auditor may respond to an identified risk of
material misstatement due to fraud by assigning
additional persons with specialized skill and
knowledge, such as forensic and information
technology (IT) specialists, or by assigning more
experienced personnel to the engagement. In
addition, the extent of supervision should re-
flect the risks of material misstatement due to
fraud (scc SAS No. 22, AU sec. 31 1.11).

a Accounting principles. The auditor should con-
sider management’s selection and application of
significant accounting principles, particularly
those related to subjective measurements and
complex transactions. In this respect, the audi-
tor may have a greater concern about whether
the accounting principles selected and policies
adopted are being applied in an inappropriate
manner to create a material misstatemnent of the
financial statements. In developing judgments
about the quality of such principles (sec SAS
No. 61, Communication With Audit Committees
[AICPA, Professional Standards, vol. 1, AU sec.
380.11]), the auditor should consider whether
their collective application indicates a bias that
may create such 2 material misstatement of the
financial statements.

8 Predictability of auditing procedures. The auditor
should incorporate an element of unpredictabil-
ity in the selection from year to year of auditing
procedures to be performed—for example, per-
forming substantive tests of selected account
balances and assertions not otherwise tested due
to their materiality or risk, adjusting the timing
of testing from that otherwise expected, using
differing sampling methads, and performing
procedures at different locations or at locations
on an unannounced basis.

Responses Involving the Nature, Timing, and
Extent of Procedures to Be Performed to
Address the Identified Risks

51. The auditing procedures performed in re-
sponse to identified risks of material misstace-
ment due to fraud will vary depending upon
the types of risks identified and the account bal-
ances, classes of transacdons, and related asser-
tions that may be affected. These procedures
may involve both substantive tests and tests of
the operating effecdveness of the entity’s pro-
grams and controls. However, because manage-
ment may have the abiity to override controls
that otherwise appear to be operating effectively
(see paragraph 8), it is unlikely chat audit risk
can be reduced to an appropriately low level by
performing only tests of controls.

52. The auditor’s responses to address specifi-

cally identified risks of material misstatemenc
due to fraud may include changing the nature,
timing, and extent of auditing procedures in the
following ways:

& The nature of auditing procedures performed
may need to be changed to obtain evidence
that is more reliable or to obtain additional cor-
robontive information. For example, more evi-
dential matter may be needed from indepen-
dent sources outside the entity, such as
public-record information about the existence
and nature of key customers, vendors, ot coun-
terpardies in 2 major transaction. Also, physical
observation or inspection of certain assets may
become more important (see SAS No. 31, Evi-
dential Matter, |AICPA, Professional Standards,
vol. 1, AU sec. 326.15—.21]). Furthermore, the
auditor may choose to employ computer-assist-
ed audit techniques to gather more extensive
evidence about data contained in significant ac-
counss or electronic transaction files. Finally, in-
quiry of additional members of management or
others may be helpful in identifying issues and
corroborating other evidential matter (see para-
graphs 24 through 26 and paragraph 53).

m The timing of substantive tests may need to be
modified. ‘The auditor might conclude that
substantive testing should be performed at or
near the end of the reporting period to best ad-
dress an identified risk of material misstatement
due to fraud (see SAS No. 45, Omnibus State-
ment on Auditing Standards— 1983 [AICPA, Pro-

fessional Standards, vol. 1, AU sec. 313.05, “Sub-

stantive Tests Prior to the Balance-Sheet
Date™]). That is, the auditor might conclude
that, given the risks of intentional misstatement
or manipulation, tests to extend audit conclu-
sions from an interim date to the period-end
reporting date would not be effective.

In contrast, because an intentional misstate-
ment—for example, a misstatement involving
tnappropriate revenue recognition—may have
been initiated in an interim period, the auditor
might elect to apply substantive tests to transac-
tions occurring earlier in or throughout the re
porting period.
wThe extent of the procedures applied should re-
flect the assessment of the risks of material mis-
statement due to fraud. For example, increasing
sample sizes or perfarming analytical procedures
at a more detailed level may be appropriate (see
SAS No. 39, Audit Sampling [AICPA, Professional
Standards, vol. 1, AU sec. 350.23], and SAS No.
50). Also, computer-assisted audit techniques
may enable more extensive testing of electronic
transactions and account files. Such techniques
can be used to select sample transactions from
key electronic files, to sort transactions with spe-
cific characteristics, or to test an entire popula-
don instead of a sample.

53, The following are examples of modification
of the nature, timing, and excent of tests in re
sponse to identified risks of material misstate-
ments due to fraud.

® Performing procedures at locations on a sur-
prise or unannounced basis, for example, ob-
serving inventory on unexpected dates or at
unexpected locations or counting cash on a sur-
pnise basis.

m Requesting that inventories be counted at the
end of the reporting period or on a date closer
to period end to minimize the risk of manipu-
lation of balances in the period between the
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date of completion of the count and the end of
the reportng period.

2 Making oral inquiries of major customers and
suppliers in addition to sending writcen confir-
mations, or sending confirmation requests to a
specific party within an organization.

& Performing substancive analytical procedures
using disaggregated data, for example, compar-
ing gross profit or operating margins by loca-
tion, line of business, or month to auditor-de-
veloped expectations.®

aInterviewing personnel involved in activities
in areas where a risk of material misstatement
due to fraud has been identified to obrtain their
insights about the risk and how controls address
the risk (also see paragraph 24).

m If other independent auditors are auditing the
financial satements of one or more subsidiaries,
divisions, or branches, discussing with them the
extent of work that needs to be performed to
address the risk of material misstatement due to
fraud resulting from transactions and activities
among these components.

Additional Examples of Responses to
Identified Risks of Misstatements Arising
From Fraudulent Financial Reporting
54. The following are additional examples of
responses to identified risks of material misstace-
ments relating to fraudulent financial reporting:
8 Revenue recognition. Because revenue recogni-
tion is dependent on the particular facts and
circumstances, as well as accounting principles
and practices that can vary by industry, the au-
ditor ordinarily will develop auditing proce-
dures based on the auditor’s understanding of
the entity and its eavironment, including the
composition of revenues, specific attributes of
the revenue transactions, and unique industry
considerations. If there is an identified risk of
material misstatement due to fraud that involves
improper revenue recognition, the auditor also
may want to consider:

—Performing substantive analytical procedures
relating to revenuc using disaggregated data,
for example, comparing revenue reported by
month and by product line or business seg-
ment during the current rcporting period
with comparable prior periods. Computer-
assisted audit techniques may be useful in
identifying unusual or unexpected revenue
relationships or transactions.

—Confirming with customers certain relevant
contract terms and the absence of side agree-
ments, because the appropriate accounting
often is influenced by such terms or agree-
ments.® For example, acceptance criteria, de-
livery and payment terms, the absence of fu-
ture or continuing vendor obligations, the
right to return the product, guaranteed resale
amounts, and cancellation or refund provi-
sions often are relevant in such circumstances.

—Inquiring of the entity’s sales and marketing
personnel or in-house legal counsel regarding
sales or shipment near the end of the period
and their knowledge of any unusual terms or

2 SAS No. 56, Andlytical Procedures (AICPA, Professional
Standards, vol. 1, AU sec. 329), provides guidance on
Z‘erfomling analytical procedures as substantive tests.

SAS No. 67, The Confinnation Process (AICPA, Profes-
sional Standards, vol. 1, AU sec. 330), provides guidance
about the confirmation process i audits performed in ac-

cordance with GAAS. 22

conditions associated with these transacdons.
—Being physically present at one or more loca-

tions at period end to observe goods being
shipped or being readied for shipment (or re-
turns awaiting processing) and performing
other appropriate sales and inventory cutoff
procedures.

—For those situations for which revenue trans-
actions are electronically initiated, processed,
and recorded, testing controls to determine
whether they provide assurance that recorded
revenue transactions occurred and are prop-
erly recorded.

& Inventory quantities. If there is an identified risk
of material misstatement due to fraud that af-
fects inventory quantities, examining the enti-
ty’s inventory records may help identify loca-
tions or items that require specific attention
during or after the physical inventory count.
Such a review may lead to a decision to observe
inventory counts at certain locations on an
unannounced basis (see paragraph 53) or to
conduct inventory counts at all locations on the
same date. In addition, it may be appropriate
for inventory counts to be conducted at or near
the end of the reporting period to minimize
the risk of inappropriate manipulation during
the period between the count and the end of
the repordng period.

It also may be appropriate for the auditor to
perform additional procedures during the obser-
vation of the count, for example, more rigor-
ously examining the contents of boxed items,
the manner in which the goods are stacked (for
example, hollow squares) or labeled, and the
quality (that is, purity, grade, or concentration)
of liquid substances such as perfumes or specialty
chemicals. Using the work of a specialist may be
helpful in this regard.” Furthermore, additional
testing of count sheets, tags, or other records, or
the retention of copies of these records, may be
warranted to minimize the risk of subsequent
alteradon or inappropriate compilation.

Following the physical inventory count, the
auditor may want to employ additional proce-
dures directed at the quantities included in the
priced out inventories to further test the rea-
sonableness of the quantides counted—for ex-
ample, comparison of quanddes for the current
period with prior periods by class or category
of inventory, location or other criteria, or com-
parison of quantities counted with perpetual
records. The auditor also may consider using
computer-assisted audit techniques to further
test the compilation of the physical inventory
counts—for example, sorting by tag number to
test tag controls or by item serial number to test
the possibility of item omission or duplication.
w Management estimates. The auditor may identi-
fy a risk of material misstatement due to fraud
involving the development of management esti-
mates. This risk may affect a number of ac-
counts and assertions, including asset valuation,
estimates relating to specific transactions (such
as acquisitions, restructurings, or disposals of a
segment of the business), and other significant
accrued liabilities (such as pension and other
postretirement benefit obligations, or environ-

2 SAS No. 73, Using the Work of a Spesialist (AICPA,
Professional Standards, vol. 1, AU sec. 336), provides guid-
ance to an auditor who uses the wark of a specialist in
performing an audit io accordance with GAAS,

mental remediacion liabilities). The risk may
also relate to significant changes in assumptions
relating to recurring estimates. As indicated in
SAS No. 57, Auditing Accounting Estimates
(ALCPA, Professional Standards, vol. 1, AU sec.
342), estimates are based on subjective as well as
objective factors and there is a potential for bias
in the subjective factors, even when manage-
ment’s estimation process involves compecent
persoanel using relevant and reliable data.

In addressing an identified risk of material
misstatement due to fraud involving accounting
estimates, the auditor may want to supplement
the audit evidence otherwise obtained (see SAS
No. 57, AU sec. 342.09 through 342.14). In cer-
tain circumstances (for example, evaluating the
reasonableness of management’s estimate of the
fair value of a derivative), it may be appropriate
to engage a specialist or develop an independent
estimate for comparison to management's csti-
mate. Information gathered about the entity and
its environment may help the auditor evaluate
the reasonablencss of such management estimates
and underlying judgments and assumptions,

A retrospective review of similar manage-
ment judgments and assumptions applied in
prior periods (see paragraphs 63 through 65)
may also provide insight about the reasonable-
ness of judgments and assumptions supporting
management estimates.

Examples of Respouses to Identified Risks of
Misstatements Arising From
Misappropriations of Assets

55. The auditor may have identified a risk of
material misstatement due to fraud relating to
misappropriation of assets. For example, the au-
ditor may conclude that the risk of asset misap-
propriation at a particular operating location is
significant because a large amount of easily acces-
sible cash 1s maintained at that location, or there
are inventory items such as laptop computers at
that location that can easily be moved and sold.
56. The auditor’s response to a risk of marerial
misstatement due to fraud relating to misappro-
priation of assets usually will be directed toward
certain account balances. Although some of the
audit responses noted in paragraphs 52 through
54 may apply in such circumstances, such as the
procedures directed at inventory quantities, the
scope of the work should be linked to the specif-
ic information about the misappropriation risk
that has been identified. For example, if a partic-
ular asset is highly susceptible to misappropriation
and a potental misstatement would be material
to the financial satements, obtaining an under-
standing of the contrals related to the prevendon
and detection of such misappropriation and test-
ing the operating effectiveness of such controls
may be warranced. In certain circumstances,
physical inspection of such assets (for example,
counting cash or securities) at or near the end of
the reporting period may be appropriate. n ad-
dition, the use of substantive analytical proce-
dures, such as the development by the auditor of
an expected dollar amount at a high level of pre-
cision, to be compared with a recorded amount,
may be effective in certain circumstances.

Responses to Further Address the Risk of
Management Override of Controls

57. As noted in paragraph 8, management is in
a unique position to (continued on page 116)
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perpetrate fraud because of its ability to directly
or indirectly manipulate accounting records and
prepare fraudulent Ginancial statements by over-
riding established controls that otherwise appear
to be operating effectively. By its nature, man-
agement override of controls can occur in un-
predictable ways. Accordingly, in addition to
overall responses (paragraph 50) and responses
that address specifically identified risks of mater-
ial misstatement due to fraud (see paragraphs 51
through 56), the procedures described in para-
graphs 58 through 67 should be performed to
further address the risk of management override
of controbs.

58. Examining journal entries and other adjust-
ments for evidence of possible material misstate-
ment due to fraud. Material misstatements of fi-
nancial statements due to fraud often involve
the manipulation of the financial reporting
process by (a) recording inappropriate or unau-
thorized journal entries throughout the year or
at period end. or (b) making adjustments to
amounts reported in the financial statements
that are not reflected in formal journal entries,
such as through consolidating adjustments, re-
port combinations, and reclassifications. Ac-
cordingly, the auditor should design procedures
to test the appropriateness of journal entries
recorded in the general ledger and other adjust-
ments (for example, entries posted directly to
financial statement drafts) made in the prepara-
tion of the financal statements. More specifical-
ly, the auditor should:

a. Obtain an understanding of the enticy’s fi-
nancial reporting process™ and the controls over
journal entries and other adjustments. (See
paragraphs 59 and 60.)

b. Identify and select journal entries and other
adjustments for testing. (See paragraph 61.)

€. Determine the timing of the testing. (See
paragraph 62.)

d. Inquire of individuals involved in the finan-
cial reporting process about inappropriate or
unusual activity relating to the processing of
journal entries and other adjustments.

59. The auditor’s understanding of the entity’s
financial reporting process may help in identify-
ing the type, number, and monetary value of
journal entries and other adjustments that typi-
cally are made in preparing the financial state-
ments. For example, the auditor’s understanding
may include the sources of significant dcbits and
credits to an account, who can initiate entries
to the general ledger or transaction processing
systems, what approvals are required for such
entrics, and how journal entries are recorded
(for example, entries may be initiated and
recorded online with no physical evidence, or
may be created in paper form and entered in
batch mode).

60. An entity may have implemented specific
controls over journal entries and other adjust-
ments, For example, an entity may usc journal

2 5AS No. 55, as amended, requires the auditor to ob-
ain an understanding of the 2utomated and manuat pro-
cedures an entity uses to prepare financial statements and
related disclosures, and how misstatements may occur.
This understanding includes (a) the procedures used to
enter transaction totals into the general ledger: {h) the
procedures used to initiate, tecord, and process journal
entries in the general ledger; and (¢) other procedures
used to record recuming and noarecurring adjustrnents to
the financial statements.

entries that are preformatted with account
numbers and specific user approval criteria, and
may have automated controls to generate an cx-
ception report for any encries that were unsuc-
cessfully proposed for recording or entries that
were recorded and processed outside of estab-
lished parameters. The auditor should obtain an
understanding of che design of such controls
over journal entries and other adjustments and
determine whether they are suitably designed
and have been placed in operation.

61. The auditor should use professional judg-
ment in determining the nature, timing, and
extent of the testing of journal entries and
other adjustments. For purposes of identifying
and selecting specific entries and other adjust-
ments for testing, and determining the appro-
priate method of examining the underlying
support for che items selected, the auditor
should consider:

8 The anditor’s assessment of the risk of material mis-
statement due to fraud. The presence of fraud risk
factors or other conditions may help the audi-
tor to identify specific classes of journal entries
for testing and indicate the extent of testing
necessary.

w The effectiveness of cuntrols that have been imple-
mented over journal entries and other adjustments.
Effective controls over the prepanation and post-
ing of journal entries and adjusuments may af-
fect the extent of substantive testing necessary,
provided that the auditor has tested the operat-
ing effectiveness of those controls. However,
even though controls might be implemented
and operating effectively, the auditor’s proce-
dures for testing journal entries and other ad-
jusanents should include the identificacion and
testing of specific items.

® The entitys financial reporting process and the nu-
ture of the evidence that can be examined. The audi-
tor’s procedures for testing journal entries and
other adjustments will vary based on the nature
of the financial reporting process. For many en-
tities, routine processing of transactions involves
a combination of manual and automated steps
and procedures. Similarly, the processing of
journal entries and other adjustments might in-
volve both manual and automated procedures
and controls. Regardless of the method, the au-
ditor’s procedures should include sclecting from
the general ledger journal entries to be tested
and examining support for those items. In addi-
tion, the auditor should be aware that journal
entries and other adjustments mighe exist in ei-
ther electronic or paper form. When informa-
tion technology (IT) is used in the financial re-
porting process, journal entries and other
adjustments might exist only in electronic form.
Electonic evidence often requires extraction of
the desired data by an auditor with I'T knowl-
edge and skills or the use of an 1T specialist. In
an IT environment, it may be necessary for the
auditor to employ computer-assisted audit tech-
niques (for example, report writers, software or
data extraction tools, or other systems-based
techniques) to identify the journal entries and
other adjustments to be tested.

w The characteristics of frandulent entries or adjust-
ments. Inappropriate journal entries and other
adjustments often have certain unique identify-
ing characteristics. Such characteristics may in-
clude entries (a) made to unrelated, unusual, or
seldom-used accounts, (b)) made by individuals

who typically do not make journal entries, (¢)
recorded ac the end of the period or as post-
closing cntries tha have litde or no explanation
or description, (d) made either before or dur-
ing the preparation of the financial statements
that do not have account numbers, or (¢) con-
taining round numbers or a consistent ending
number.

® The nature and complexity of the accounts. Inap-
propriate journal entries or adjustments may be
applied to accounts that (9) contain transactions
that are complex or unusual in nature, (b) con-
tain sigmificant estimates and period-end adjust-
ments, (¢} have been prone to errors in the past,
(d) have not been reconciled on a timely basis
or contain unreconciled differences, (¢) contain
intercompany transactions, or (f) are otherwise
associated with an idencified risk of material
misstatement due to fraud. The auditor should
recognize, however, that inappropriate journal
cntrics and adjustments also might be made to
other accounts. In audits of entities that have
several locations or components, the auditor
should consider the need to select journal en~
tries from locations based on the factors set
forth in SAS No. 47 (AU sec. 312.18).

® Journal entries or other adjustments processed outside
the normal course of business. Standard journal en-
tries used on a recurring basis to record transac-
tions such as monthly sales, purchases, and cash
disbursements, or to record recurring periodic
accounting estimates generally are subject to the
entity’s internal controls. Nonstandard entries
(for example, entries used to record nonrecur-
ring transactions, such as a business combina-
tion, or entries used to record a nonrecurring
estimate, such as an asset impairment) might not
be subject to the same level of internal control.
In addition, other adjustments such as consoli-
dating adjustments, report combinadons, and re-
classifications generally are not reflected in for-
mal journal entries and might not be subject to
the entity’s internal controls. Accordingly, the
auditor should consider placing addidional em-
phasis on identifying and testing items processed
ourside of the normal course of business.

62. Because fraudulent journal entries often are
made at the end of a reporting period, the au-
ditor’s testing ordinarily should focus on the
Jjournal entries and other adjustments made at
that time. However, because material misstate-
ments in financial statements due to fraud can
occur throughout the period and may involve
extensive efforts to conceal how 1t is accom-
plished, the auditor should consider whether
there also is a need to test journal entries
throughout the period under audit.

63. Reviewing accounting estimates for biases
that could result in material misstatement due to
fraud. In preparing financial statements, man-
agement is responsible for making a number of
Jjudgments or assumpdons that affect significant
accounting estimates™ and for monitoring the
reasonableness of such estimates on an ongoing
basis. Fraudulent financial reporting often is ac-
complished through intentional misstatement of
accounting estimates. As discussed in SAS No.
47 (AU sec. 312.36), the auditor should consid-

M See SAS No. 57. Auditing Accounting Estimates
(AICPA, Professional Standerds, vol. 1, AU sec. 34202
and 342.16), for a dcfinition of accountng esumates and
a listing of examples.
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er whether differences between estimates best
supported by the audit evidence and the esti-
mates included in the financial statements, cven
if they are individually reasonable, indicate a
passible bias on the part of the entity's manage-
ment, in which case the auditor should recon-
sider the estimates taken as a whole.

64. The auditor also should perform a retro-
spective review of significant accounting esti-
mates reflected in the financial statements of the
prior year to determine whether management
judgments and assumptions relating to the esti-
mates indicate a possible bias on the part of
management. The significant accounting esti-
mates selected for testing should include those
that are based on highly sensitive assumptions or
are otherwise significantly affected by judg-
ments made by management. With the benefit
of hindsight, a retrospective review should pro-
vide the auditor with additional information
about whether there may be a possible bias on
the part of management in making the current-
vear estimates. This review, however, is not in-
tended to call into question the auditor’s profes-
sional judgments made in the prior year that
were based on information available at the time.
65. If the auditor identifies a possible bias on
the part of management in making accounting
estimates, the auditor should evaluate whether
circumstances producing such a bias represent a
risk of a material misstatement duc to fraud.
For example, information coming to the audi-
tor’s actention may indicate a risk that adjust-
ments to the current-year estimates might be
recorded at the instruction of management to
arbitrarily achieve a specified earnings target.
66. Evaluating the business rationale for signifi-
cant unusual transactions. During the course of
the audit, the auditor may become aware of sig-
nificant transactions that are outside the normal
course of business for the entity, or that other-
wise appear to be unusual given the auditor’s
understanding of the entity and its environ-
ment. The auditor should gain an understand-
ing of the business rationale for such transac-
tions and whether that rationale (or the lack
thereof) suggests that the transactions may have
been entered into to engage in fraudulenc fi-
nancial reporting or conceal misappropriation
of assets.

67. In understanding the business rationale for
the transactions, the auditor should consider:

8 Whether the form of such transactions is
overly complex (for example, involves multiple
entities within a consolidated group or unrelat-
ed third parties).

8 Whether management has discussed the
nature of and accounting for such transac-
tions with the audit committee or board of
direccors.

8 Whether management is placing more em-
phasis on the need for a particular accounting
teatment than on the underlying economics of
the transaction.

m Whether transactions that involve unconsolidat-
ed related parties, including special purpose enti-
ties, have been properly reviewed and approved
by the audit committee or board of directors.

® Whether the transactions involve previously
unidentified related parties®® or parties that do
not have the substance or the financial strength
to support the transaction without assistance
from the entity under audit.

EVALUATING AUDIT EVIDENCE
68. Assessing risks of material misstatement due
to fraud throughout the audit. The auditor’s as-
sessment of the risks of material misstatement
due to fraud should be ongoing throughout the
audit. Conditions may be identified during
fieldwork that change or support a judgment
regarding the assessment of the risks, such as the
following:

m Discrepancies in the accounting records, in-

cluding:

—Transactions that are not recorded in a com-
plete or timely manner or are improperly
recorded as to amount, accounting period,
classification, or entity policy

—Unsupported or unauthorized balances or
transactions

—Last-minute adjustments that significantly af-
fect financial results

—Evidence of employees’ access to systems and
records inconsistent with that necessary to
perform their authorized duties

—Tips or complaints to the auditor abour al-
leged fraud

® Conflicting or missing evidential matter, in-

cluding:

—Missing documents

—Documents that appear to have been altered®

—Unavailability of other than photocopied or
electronically transmitted documents when
documents in original form are expected to
exist

—Significant unexplained itemns on reconcilia-
tions

—Inconsistent, vague, or implausible responses
from management or emplayees arising from
inquiries or analytical procedures (See para-
graph 72.)

—Unusual discrepancies becween the entity’s
records and confirmation replies

—Meissing inventory or physical assets of signifi-
cant magnitude

—Unavailable or missing electronic evidence,
inconsistent with the entity's record retention
practces or policies

—Inability to produce evidence of key systems
development and program change testing
and implementation activities for currene-
year system changes and deployments

® Problematic or unusual relationships between

the auditor and management, including:

—Denial of access to records, facilities, certain
employees, customers, vendors, or others
from whom audit evidence might be
sought”

—Undue time pressures imposed by manage-

25SAS No. 45. Omnibus Statement on Anditing Stan-
durds—1983 (AICPA, Professional Standards, vol. 1, AU
sec. 33+, “Reclated Parties”), provides guidance with re-
spect to the identification of related-pacty relationships
and transactions, mncluding transacrions that may be out-
side the ordinary course of business (sce, in panticular,
AU sec. 334.06).

¥ As discussed in paragraph 9, auditors are not trained as
or expected to be experts in the autheatication of docu-
ments; however, if the auditor believes that documents
may not be authentic, he or she should mvestigate fur-
ther and consider using the work of a specialist to decer-
mine the authenticity.

@ Denial of access to information may constitute a limi-
tation on the scope of the audit that may require the au-
ditor to consider qualifying or disclaiming an epininn on
the financial statements. (See SAS No. 58, Reports onr Au-
dited Finandal S [AICPA, Professional Standard;
val. 1. AU sec. 508.24]).

ment to resolve complex or contentious is-
sues
—Complaints by management about the con-
duce of the audit or management intimida-
tion of audit team members, particularly in
connection with the auditor’s critical assess-
ment of audit evidence or in the resolution
of potential disagreements with management
—Unusual delays by the entity in providing re-
quested information
—Unwillingness to facilitate auditor access to
key electronic files for testing through the
use of computer-assisted audit techniques
—Decnial of access to key IT operations staff
and facilities, including security, operations,
and systems development personnel
~—An unwillingness to add or revise disclosures
in che financial statements to make them
more complete and transparent
69, Evaluating whether analytical procedyres per-
Jormed as substantive tesis or in the overall review
stage of the aundit indicate a previously unrecog-
nized risk of material misstatement due to fraud.
As discussed in paragraphs 28 through 30, the
auditor should consider whether analytical pro-
cedures performed in planning the audit result in
identifying any unusual or unexpected relation-
ships that should be considered in assessing the
risks of material misstatement due to fraud. The
auditor also should evaluate whether analytical
procedures that were performed as substantive
tests or 1n the overall review stage of the audit
(sec SAS No. 56) indicate a previously unrecog-
nized risk of material misstatemnent due to fraud.
70. If not already performed during the averall
review stage of the audit, the auditor should
perform analytical procedures relating to rev-
enue, as discussed in paragraph 29, through the
end of the reporting period.
71. Determining which particular trends and
relationships may indicate a risk of material
misstatement due to fraud requires professional
judgment. Unusual reladonships involving year-
end revenue and income often are particularly
relevant. These mighe include, for example, (4)
uncharacteristically large amounts of income
being reported in the last week or two of the
reporting period from unusual transactions, as
well as (b) income that is inconsistent with
trends in cash flow from operations.
72. Some unusual or unexpected analytical
relationships may have been identified and
may indicate a risk of material misstatement
due to fraud because management or employ-
ees generally are unable to manipulate certain
information to create scemingly normal or
expected relationships. Some examples are as
follows:
m The relationship of net income to cash flows
from operations may appear unusual because
management recorded fictitious revenues and
receivables but was unable to manipulate cash.
s Changes in inventory, accounts payable, sales,
or cost of sales from the prior period to the
current period may be inconsistent, indicating a
possible employee theft of inventory, because
the employee was unable to manipulate all of
the related accouns.
m A comparison of the entity’s profitability to
industry trends, which management cannot
manipulate, may indicate trends or differences
for further consideration when identifying risks
of material misstatement duc to fraud.
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& A comparison of bad debt write-offs to
comparable industry data, which employees
cannot manipulate, may provide unexplained
relationships that could indicate 2 possible theft
of cash receipts.

® An unexpected or unexplained relationship
between sales volume as determined from the
accounting records and production statistics
maintained by operations personnel—which
may be more difficult for management to ma-
nipulate—may indicate a possible misstate-
ment of sales.

73. The auditor also should consider whether
responses to inquiries throughout the audir
about analytical relationships have been vague
or implausible, or have produced evidence that
is inconsistent with other evidential matter ac-
cumulated during the audit.

74. Evaluating the risks of material misstate-
ment due to fraud at or near the completion of
Sfieldwork. At or near the completion of field-
work, the auditor should evaluate whether the
accumulated results of auditing procedures
and other observations (for example, condi-
tions and analytical relationships noted n
paragraphs 69 through 73) affect che assess-
ment of the risks of material musstatement due
to fraud made eatlier in the audit. This evalu-
ation primarily 1s a quahtative matter based on
the auditor’s judgment. Such an evaluation
may provide further insight about the risks of
material misstatement due to fraud and
whether there is a need to perform additional
or different audit procedures. As part of this
evaluation, the auditor with final responsibili-
ty for the audit should ascertain that there has
been appropriate communication with the
other audit team members throughout the au-
dit regarding informarion or conditions in-
dicative of risks of material misscatement due
w fraud.®

75. Responding to misstatements that may be
the result of fraud. When audit test resules iden-
tify misstatements in the financial statements,
the auditor should consider whether such nus
statements may be indicative of fraud.® That
determination affects the auditor’s evaluation of
materiality and the related responses necessary
as a result of that evaluation.®

76. 1f the auditor believes that misstaternents
are or may be the resule of fraud, but the effect
of the misstatements is not material to the fi-
nancial statements, the auditor nevertheless
should evaluate the implications, especially
those dealing with the organizational position
of the person(s) involved. For example, fraud
involving misappropriations of cash from a
small petty cash tund normally would be of
litcle significance to the auditor in assessing the

™ To accomplish this communication, the auditor with
final responsibility for the audit may want to arrange an-
other discussion among audit team members ahout the
risks of material misstatement due to fraud (see para-

phs 14 through 18).

See foomote 4.
¥ SAS No. 47 (AU sec. 312.34) states in part, “Qualita-
ave consideranons also influence the auditor in reaching
a conclusion as to whether misstatements are matcerial.”
SAS No. 47 (AU sec. 312.11) states, “As a result of the
interaction of quanttative and qualitative considerations
in materiality judgments, misstatements of relatively small
amounts that cone o the auditor’s attention could have
2 matenial effect on the financial saatements. ™

risk of material misstatement due to fraud be-
cause both the manner of operating the fund
and its size would tend to establish a limit on
the amount of potential loss, and the custodi-
anship of such funds normally is entrusted to a
nonmanagement employee.® Conversely, if
the matter involves highee-level management,
even though the amount jtself 1s not material
to the financial statements, it may be indicative
of a more pervasive problem, for example, im-
plications about the integrity of manage-
ment.® In such circumstances, the auditor
should reevaluate the assessmenc of the risk of
material misstatement due to fraud and its re-
sulting impact on (a) the nacure, timing, and
extent of the tests of balances or transactions
and (h) the assessment of the effectiveness of
controls if control risk was assessed below the
nuaximum.

77. If the auditor believes that the misstatement
is or may be the result of fraud, and either has
determined that the effect could be material to
the financial statements or has been unable to
evaluate whether the effect is material, the au-
ditor should:

a. Attempt to obain additional evidendal mat
ter to determine whether material fraud has oc-
curred or 15 likely to have occurred, and, if so,
its effect on the financial statements and the au-
ditor’s report thereon®

b. Consider the unplications for other aspects of
the audit (see paragraph 76).

€. Discuss the matter and the approach for fur-
ther investigation with an appropriate level of
nianagement that is at least one level above
those mvolved, and with senior management
and the audit committee.™

d. If appropriate, suggest that the chienc consule
with legal counscl.

78. The auditor’s constderation of the risks of
material misstatement and the results of audit
tests may indicate such a ssgmficant risk of ma-
terial misstatement due to fraud that the auditor
should constder withdrawing from the engage-
ment and conununicating the reasons for with-
drawal to the audit committee or others with
equivalent authority and responsibility.®
Whether the auditor concludes that withdrawal
from the engagement is appropriate may de-
pend on (a) the implicatdons about the integrity
of management and (b) the diligence and coop-
eration of managemenc or the board of direc-
tors in investigating the circumstances and tak-
ing appropriate action. Because of the variety of
circumstances that may arise, it 15 not possible to
definitively describe when withdrawal is appro-
priate® The auditor may wish to consult with
legal counsel when considering withdrawal
from an engagement.

3 However, see paragraphs 79 through 82 of this State-
ment for a discussion of the auditor’s communication re-
sponsibilities.

SAS No. 47 (AU sec. 312.08) states that there is 1 dis-
unction between the auditor's response ta detected mis-
statements due to error and those due to fraud. When
fraud is detected, the auditor should consider the impli-
cations for the integrity ol management or employees
and the possible effect on other aspects of the audit.

B 5cc SAS No. 38 for guidance on auditors’ reports is-
sued in connection with audits of financial statements.

# 1f the auditor behieves sentor management may be in-
volved, discussion of the matter directly with the audit
committee may be appropriate.

 See footnote V1.

Communicating About Possible Fraud to
Management, the Audit Committee, and
Others™

79. Whenever the auditor has determined that
there is evidence that fraud may exist, that mat-
ter should be brought to the attentdon of an ap-
propriate level of management. This is appro-
priate even if the matter might be considered
inconsequental, such as a minor defalcation by
an employee at a low level in the entity's orga-
nization. Fraud involving senior management
and fraud (whether caused by senior manage-
ment or other employees) that causes a material
misstatemnent of the financial stacements should
be reported directly to the audit committee. In
addition, the auditor should reach an under-
standing with the audit committee regarding
the nature and extent of communicadons with
the committee about misappropriations perpe-
trated by lower-level employees.

80. If the auditor, as a result of the assessment of
the risks of material misstacement, has identificd
risks of material misstatement due to fraud that
have continuing control implications (whether
or not transactions or adjustments that could be
the result of fraud have been detected), the audi-
tor should consider whether these risks represent
reportable conditions relating to the entity’ in-
ternal control that should be communicated to
senior management and the audit committee.®
(See SAS No. 60, Conmunicarion of Intemal Con-
trol Related Matters Noted in an Audit [AICPA,
Professional Standards, vol. 1, AU sec. 325.04]).
The auditor also should consider whether the
absence of or deficiencies in programs and con-
trols to mitigate specific risks of fraud or to oth-
erwise help prevent, deter, and detect fraud (sec
paragraph 44) represent reportable conditions
that should be communicated to senior man-
agenient and the audit committee.

81. The auditor also nuay wish to communicace
other risks of fraud identified as a result of the
assessment of the risks of material misstatements
due to fraud. Such a communication may be a
part of an overall comununication to the audit
commiittee of business and financial statement
risks affecting the entity and/or in conjunction
with the auditor communication about the
quality of the entity’s accounting principles (see
SAS No. 61, AU sec. 380.11).

82. The disclosure of possible fraud to parties
other than the client’s senior management and
its audit commitiee ordinarily is not part of the

* It the auditor, subsequent to the date of the report an
the audited financial statements, becomes aware that facts
existed at chat date that might have affected the report
had the auditor been aware of such facts, the auditor
should refer to SAS No. 1, Cudification of Auditing Stun-
dards and Procedures (AICPA Professional Standards, vol. 1,
AU sec. 561, “Subsequent Discovery of Faces Existing at
the Date of the Auditor’s Report™) for guidance. Fur-
thermore, SAS No. 84, Contmuniications Between Predeces-
sor and Successer Auditors (AU sec. 315.21 and .22) pro-
vides guidance regarding communication with a
?r:dcccssor auditor.

The requirements to communscate noted in para-
graphs 79 through 82 extend to any intentional misstate-
ment of Bnancial statements (sec paragraph 3). However,
the communication may use terms other than fraud—tor
exampile, irregularity, intentional misstatement, misap-
propniation, or defalcations—if there is possible confusion
with a legal definition of fraud or other reason to prefer
altermative renms.

3 Altermatively. the auditor may decide to communicate
solely with the sudit commirtee.
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auditor’s responsibility and ordinarily would be
precluded by the auditor’s ethical or legal oblig-
ations of confidentiality unless the matter is re-
flected in the auditor’s report. The auditor
should recognize, however, that in the follow-
ing circumstances a duty to disclose to parties
ouwside the entity may exist:
a. To comply with certain legal and regulatory
requirements™
b. To a successor auditor when the successor
makes inquiries in accordance with SAS No.
84, Communications Between Predecessor and Suc-
cessor Auditors*® (AICPA, Professional Standards,
vol. 1, AU sec. 315)
€. In response to a subpoena
d. To a funding agency or other specified
agency in accordance with requirements for the
audits of entities that receive governmental fi-
nancial assisance®

Because potential conflicts between the au-
ditor’s ethical and legal aobligations for confi-
dentiality of client matters may be complex,
the auditor may wish to consult with legal
counsel before discussing matters covered by
paragraphs 79 through 81 with parties outside
the client.

Documenting the Auditor’s Consideration of
Fraud

83. The auditor should document the fol-
lowing;:

u The discussion among engagement personnel
in planning the audit regarding the suscepuibility
of the entity’s financial statements to material
misstatement due to fraud, including how and
when the discussion occurred, the audit team
members who participated, and the subjcct mat-
ter discussed (See paragraphs 14 through 17.)

m The procedures performed to obtain informa-
tion necessary to identify and assess the risks of
material misstatement due to fraud (See para-
graphs 19 through 34)

u Specific risks of material misstatement due to
fraud that were idenufied (see paragraphs 35
through 45), and a description of the auditor's
response to those risks (See paragraphs 46
through 56.)

n If the auditor has not identified in a particular
circumstance, improper revenue recognition as
a risk of material misstatement due to frand, the
reasons supporting the auditor’s conclusion (See
paragraph 41.)

a The results of the procedures performed to
further address the risk of management override
of controls (See paragraphs 58 through 67.)

a1 Other conditions and analytical relationships
that caused the auditor to believe that additional
auditing procedures or other responses were re-
quired and any further responses the auditor

® These requirements include reports in connection with
the termination of the engagement, such as when the en-
uty reports an auditor change on Forn 8-K and the laud
or related risk factors constitute a reportable event or is the
source of a disagreement, as these terms are defined in ltem
304 of Regulation S-K. These requirements also include
reports that may be required, under certain circum-
saances, pursuant to Section 10AD)T of the Sccurities Ex-
change Act of 1934 relating to an illegal act thac has a
matenal effect on the tinancial statements.
* SAS No. 84 requires the specific permission of the client.
' For example, G nt Auditing Standards {the Yel-
low Book) require auditors to report fraud or illegal acts
directly to parties outside the audited entity in certain
circwnstances.

concluded were appropriate, to address such
risks or other conditions (See paragraphs 68
through 73.)

® The nature of the communications about
fraud made to management, the audit commit-
tee, and others (See paragraphs 79 through 82.)

Effective Date

84. This Statement is effective for audits of fi-
nancial statements for periods beginning on or
after December 15, 2002. Early application of
the provisions of this Statement is permissible.

[The appendix to SAS no. 99 is deleted here. To
view the appendix, “Examples of Fraud Risk Fac-
tor3,” go to www.aicpa.org/antifraud/risk. |

AMENDMENT TO STATEMENT ON AUDITING
STANDARDS NO. 1, CODIFICATION OF
AUDITING STANDARDS AND PROCEDURES
(AICPA, Professional Standards, vol. 1,
AU sec. 230, “Due Professional Care in the
Performance of Work"")

1. This Statement amends Statement on Audit-
ing Standards No. 1, Codification of Auditing
Standards and Procedures (AICPA, Professional
Standands, vol. 1, AU sec. 230.12, “Due Profes-
sional Care in the Performance of Work™) to
include a discussion about the characteristics of
fraud and a discussion about collusion. (The
new language is shown in boldface italics; delet-
ed language is shown by strikethrough.)

Reasonable Assurance

.10 The exercise of due professional care al-
lows the auditor to obtain reasonable assurance
that the financial statements are free of mate-
rial misstatement, whether caused by error
or fraud. Absolute assurance is not attainable
because of the nature of audic evidence and
the characteristics of fraud. Therefore, an au-
dit conducted in accordance with geoerally
accepted auditng standards may not detect a
material misstatement.

.11 The independent auditor’s objecuve is to
obtain sufficient competent evidential matter
to provide him or her with a reasonable basis
for forming an opinion. The nature of most
evidence derives, in part, from the concept
of sclective testing of the data being audited,
which involves judgment regarding both the
areas to be tested and the nature, timing, and
extent of the tests to be performed. [n addi-
tion, judgment is required in interpreting the
results of audit testing and evaluating audic
evidence. Even with good faith and integrity,
mistakes and errors in judgment can be
made. Furthermore, accounting presentations
contain accounting estimates, the measure-
ment of which is inherently uncertain and
depends on the outcome of future events.
The auditor exercises professional judgment
in evaluating the reasonableness of account-
ing cstimates bascd on information that
could reasonably be expected to be available
prior to the completion of field work.® As a
result of these factors, in the great majority
of cases, the auditor has to rely on evidence
that is persuasive rather than convincing ®

5 Sce section 342, Auditing Accounting Estimates
$ See section 326, Evidential Matter,

.12 Becausc of the characteristics of fraud,

properly planned and performed audit may
not detect a material misstatement. Charac~
teristics of frand include (a) concealment
through collusion among management, em-
ployees, or third parties; (b) withheld, mis-
represented, or falsified documentation; and
(c) the ability of management to override or
instruct others to override what othenvise ap-
pears to be effective controls. For example, en
sudiceonducedin d Hrg i
L tad dass docd \ I 1.
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o~ : ; auditing proce-
dures may be ineffecdve for detecting an in-
tentional misstatement that is concealed
through collusion among elieat personnel

within the entity and third parties or among
management or employees of the elient enti-
ty. Collusion may cause the auditor who has
properly performed the audit to conclude that
evidence provided is persuasive when it is, in
Jact, false. In addition, an audit conducted in

accordance with generally accepted auditing
standards rarely involves authentication of
documentation, nor are auditors trained as or
expected to be experts in such authentication.

Furthermore, an auditor may not discover the
existence of a modification of documentation

through a side agreement that management or
a third party has not disclosed. Finally, man-
agement has the ability to directly or indirect-
ly manipulate accounting records and present
Sraudulent financial information by overriding
controls in unpredictable ways.

.13 Since the auditor’s opinion on the finan-

cial statements is based on the concept of ob-

taining reasonable assurance, the auditor is

not an insurer and his or her report does not

constitute a guarantee. Therefore, the subse-

quent discovery that a material misstatement,

whether from error or fraud, exists in the fi-

nancial statements does not, in and of itself,

evidence (a) failure to obtain reasonable as-

surance, {b) inadequate planning, perfor-

mance, or judgment, (¢) the absence of due

professional care. or (d) a failure to comply

with generally accepted auditing standards.

AMENDMENT TO SAS NO. 85, MANAGEMENT
REPRESENTATIONS
(AICPA, Professional Standards, vol. 1, AU
sec. 333.06, and Appendix A)
L. This Statement requires the auditor to make
inquiries of management about fraud and the
risk of fraud. In support of and consistent with
these inquiries, this amendment revises the guid-
ance for management representations about fraud
currently found in SAS No. 85, Management
Representations (AICPA, Professional Standards, vol.
1, AU sec. 333, paragraph 6h, and Appendix A).
New language is shown in boldface italics; delet-
ed language is shown by srikethrough.
h. Management’s acknowledgment of its re-
sponsibility for the design and implementa-
tion of programs and controls 1o prevent and
detect fraud
ik. Knowledge of fraud or suspected frand af-
fecting the entity involving (1) management,
(2) employees who have significant roles in
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internal control, or (3) others where the
fraud could have a material effect on the fi-
nancial statements®

Jo Knowledge of any allegations of fraud or
suspected fraud affecting the entity received in
communications from employees, former em-
ployees, analysts, regulators, short sellers, or
others

Seeseetisnrdior
2. Subsequent subparagraphs and footnotes are
to be renumbered accordingly

Appendix A
{Husirative Management Representation
Letter

2. If matters exist that should be disclosed to
the auditor, they should be indicated by ket-
ing-them-folowing-modifying the related
representation. For example, if an event sub-
sequent to the dace of the balance sheet has
been disclosed in the financial statements,
the final paragraph could be modified as fol-
lows: “To the best of our knowledge and be-
lief, except as discussed in Note X to the
financial statements, no events have oc-
curred...” Stmiaslyiln appropriate circum-
stances, item %4 could be modified as fol-
lows: “The company has no plans or
intentions that may materially affect the car-
rying value or classification of assets and lia-
bilities, except for itsewe plans to dispose of
segment A, as disclosed in éeetnNote X to
the financial statements, which are discussed
in the minutes of the December 7, 2048X 1,
meeting of the board of directors!’ Similarty,
if management has received a communication
regarding an allegation of fraud or suspected
fraud, item 8 could be modified as follows:
“Except for the allegation discussed in the
minutes of the December 7, 20X1, meeting of
the board of directors (or disclosed to you at
our meeting on October, 15, 20X1), we have
no knowledge of any allegations of fraud or
suspected frand affecting the company received
in communications from employees, former
employees, analysts, regulators, short sellers,
or others.”

3. The qualitative discussion of materiality
used in the illustrative letter is adapted from
FASD Statement of Financial Accounting
Concepts No. 2, Qualitative Characteristics of
Accounting Information.

4. Certain terms are used in the illustrative
letter that are described elsewhere in author-
itative literature. Examples are fraud, in sec-
tion 316, and related parties, in section 334,
footnote 1. To avoid misunderstanding con-
ceroing the meaning of such terms, the au-
ditor may wish to furnish those definitions to
management or request that the definitions
be included in the written representations.

$. The illustrative letter assumes that man-
agement and the auditor have reached an
understanding on the limits of materiality for
purposes of the written representations.
However, it should be noted that 2 materiali-
ty limic would noc apply for cerain represen-
tations, as explained in paragraph .08 of this
secdon.

6.

[Date]

To [Independent Auditor]

We are providing this letter in connection
with your audit(s) of the [identification of fi-
nancial statements] of [name of entity] as of
[dates] and for the [periods] for the purpose of
expressing an opinion as to whether the |con-
solidated) financial statements present fairly, in
all material respects, the financial position,
results of operations, and cash flows of [name
of entity] in conformity with accounting
principles generally accepted in the United
States of America. We confirm that we are
responsible for the fair presentation in the
[consolidated] financial statements of financial
position, results of aperations, and cash flows
in conformity with generally accepted ac-
counting principles.

Certain representations in this letter are
described as being limited to marters that are
material. Items are considered material, re-
gardless of size, if they involve an omission or
misstatement of accounting information that,
in the light of surrounding circumstances,
makes it probable that the judgment of a rea-
sonable person relying on the information
would be changed or influenced by the
omission or misstatement.

We confirm, to the best of our knowledge
and belief, [as of (date of auditor's repori),} the
following representations made to you dur-~
ing your audit(s).

1. The financial statements referred to above
are fairly presented in conformity with ac-
counting principles generally accepted in the
United States of America.

2. We have made available to you all—

a. Financial records and related data,

b. Minutes of the mectings of stockholders,
directors, and committees of directors, or
summaries of actions of recent meetings for
which minutes have not yet been prepared.
3. There have been no communications
from regulatory agencies concerning non-
compliance with or deficiencies in financial
reporting practices.

4. There are no material transactions that
have not been properly recorded in the ac-
counting records underlying the financial
statements.

5. We believe that the effects of the uncor-
rected financial statement misstatements
summarized in the accompanying schedule
are immaterial, both individually and in the
aggregate, to the financial statements taken as
a whole.! [Footnote omitted]

6. We acknowledge our responsibility for the
design and implementation of programs and
controls to prevent and detect fraud.

76. We have no knowledge of any fraud or
suspected fraud affecting the entity involving
Fherehobremne

a. Managcment F!ead—meiﬂng—maﬁege—

vesipail

l” yees k

b. Employees who have significant roles in
internal control, or

¢. Breud-invelving-eOthers where the fraud
could have a material effect on the financial
statements.

8. We have no knowledge of any allegations
of fraud or suspected fmud affecting the entity
received in ¢ tions from employees,
Jormer employees, analysts, regulators, short
sellers, or others.
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3. Subsequent subparagraphs are to be renum-
bered accordingly:.

[An exhibit to SAS no. 99 does not appear here. Ts
view the document, “Management Antifraud Pro-
grams and Controls: Guidance to Help Prevent, De-
ter, and Detect Fraud,” go to www.aicpa.org/
antxﬁ-aud/management ]

This Statement titled Consideration of Fraud 1n a
Financial Scatement Audit was unanimously

adopted by the assenting votes of the fourteen mem-
bers of the board.
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The Auditing Standards Board and the Fraud
Task Force gratefully acknowledge the contri-
butions of Public Oversight Board Members
Donald J. Kirk and Aulana L. Peters; the Public
Oversight Board staff, and particularly George
P. Fritz; former Task Force member Diana
Hillier; members of a scparate antifraud detec-
tion subgroup of the task force, including
Daniel D. Montgomery, Toby J. E Bishop,
Dennis H. Chookaszian, Joseph T. Wells, and
Janice Wilkins; AICPA General Counsel and
Secretary Richard 1. Miller; ASB Chair James S.
Gerson; and many others, in the development
of this Statement on Auditing Standards.

Note: Statemnents on Auditing Standands (SASs) are
issued by the Auditing Standards Board (ASB), the se-
nior technical body of the Institute designated to issue
pronouncements on auditing matters. Rule 202,
Compliance With Standards, of the Institute’s Code
of Professional Conduct requires an AICPA member
who performs an audit (the auditor) to comply with
standards promulgated by the ASB. The auditor should
have sufficient knowledge of the SASs to identify
those that are applicable to his or her audit and should
be prepared to justify departures from the SASs. B
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